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We apply formal specification and verification 
techniques for checking correctness properties 
of artificial pancreas control algorithms. Formal 
specification and verification techniques attempt 
to systematically and exhaustively explore the 
behaviors of closed loop in silico models to 
understand the worst case effects of 
disturbances such as meals, external boluses, 
sensor noise, pressure induced sensor 
attenuation and set failures on the predicted 
blood glucose levels of a “virtual“ patient. 
Specifically, we examine two artificial pancreas 
controllers: (a) PID-based hybrid closed loop 
controller (Steil et al.’2011) and (b) Kalman
filter-based predictive pump shutoff system 
(Cameron et al.’2012).

Verification Approach

• Mathematical modeling of closed loop: Meal and 
insulin-glucose regulation models (Dalla Man et 
al.’2007 [6]).

• Exhaustive simulation of millions of meal and
insulin bolus patterns using S-Taliro (Abbas et 
al.’2013 [7]).

• Formulation of temporal properties of the closed 
loop.

Violations discovered by our analysis for Predictive Pump Shutoff System: (Left) insulin 
delivery resumption under hypoglycemia, and  (Right) pump suspension under 
hyperglycemia.

Collaborative	research	funded	by	the	US	National	Science	Foundation	(NSF)	under	awards CPS-1446900 and CPS-1446751.	
All	opinions	expressed	here	are	those	of	the	authors	and	not	necessarily	of	the	US	National	Science	Foundation	(NSF).
Contact:	Sriram	Sankaranarayanan	srirams@colorado.edu
Project	web	site:	http://bit.ly/2eeaxXw

References

[1] Sankaranarayanan et al., Model-Based Falsification of an Artificial Pancreas 
Control System. In ACM SIGBED Review (Special Issue on Medical Cyber Physical 
Systems) (To Appear), 2016.
[2]  Forlenza et al., Refining the Closed Loop in the Data Age: Research-to-Practice 
Transitions in Diabetes Technology (Editorial) In Diabetes Technology and 
Therapeutics 17(5), (2015).
[3] Cameron et al., Towards a Verified Artificial Pancreas: Challenges and Solutions for 
Runtime Verification. Runtime Verification (RV'15) Lecture Notes in Computer 
Science Vol. 9333, pp. 3-17 (2015).
[4] Steil G.M. et al., The effect of insulin feedback on closed loop glucose control, J. 
Clin. Endocrinol. Metab 96(5) 1402-8 (2011).
[5] Cameron F. et al, Inpatient studies of a Kalman-filter based pump shutoff 
algorithm, Diabetes Sci. and Technol.6(5) 1142-47 (2012).
[6] Dalla Man et al., Meal simulation model of the glucose-insulin system, IEEE Trans. 
Biomed. Engg.. Oct;54(10):1740-9 (2007).
[7] Abbas et al.,  Probabilistic temporal logic falsification of cyber-physical system, 
ACM Trans. On Embedded Comp. Sys. 12:95 (2013).

Case Studies

1. PID-based hybrid closed loop controller (see Cameron et al 
[3] for details).

• Studied effect of PID gains on various correctness 
properties.

2. Kalman filter-based predictive pump shutoff algorithm (see 
Sankaranarayanan et al [1] for details).

• Studied sensitivity to sensor errors.
3. Aiding examination of property violations through 

sensitivity analysis of inputs.

(Top) Formal verification tool setup and (Bottom) setup of the closed loop simulator 
analyzed in our verification setup.


